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INTRODUCTION

Concerns: 

� You all are very inquisitive;

� The Internet offers a world of opportunities to you;

� But it is also full of risks:

� Inappropriate conduct

� Inappropriate content

� Inappropriate contact
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INTRODUCTION

Concerns:
 
� There is a general lack of awareness about:

� Cyber threats;

� Safe online habits;

� Legal provisions dealing with cyber space;

�All this makes you a potential victim of Cybercrime; and

�There is an urgent need to inculcate safe online habit.
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Theme of Today’s Interaction

• Internet is a reality & cannot be wished away.

•You live in a connected world hence cannot cover 

your eyes and ears.

• Thus:

� You must learn how to Pause & Think before 

you Connect. 

� You must learn to be safe and alert on the 

Internet.

�Safe online habits are the answer
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How real is the threat…..

• FBI sponsored survey of young children aged 8-

18 years in USA, revealed that:

� 50% of the teens ( 13-18 years ) had posted personal

information about themselves online

� 33% of the girls( 13-18 years ) in their teens had

talked about sex online with someone they have not

met in person

� One in eight online teens had discovered an adult

posing as much younger

� Nearly one-third have talked online about meeting

in person with someone they know only from the

Internet
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The Mantra of online safety is:

‘Pause & Think before you Connect’
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PAUSE !!!
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When you are ready to post or 
share something online, pause
for a moment and…..
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�Do you know and trust the persons you are 

dealing with ? 

�Do you understand the implications of what 

you are sharing and downloading?

Ask yourself these questions:
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�How will you feel if your information 

ends up somewhere you didn’t intend?

In the answer to these questions lies

your online safety.
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THINK !!!
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•Remember a few things:
 

• कमान से 	नकला तीर कभी वापस नह�ं 

आता. 

•Once you post something online, you 

can’t take it back.
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Your online behaviour can have

real-world consequence.
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What you post could have a bigger 

“audience” than you think.
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Protect Yourself
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Limit your online friends to people 

you already know.
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Change privacy settings to restrict

who can see and post on your

profile.

Don’t stick with the defaults.

(Facebook Illustration).



How do I stop people from 

Posting on my Timeline?

Click in the upper-right corner 
of any page and select Settings…





Here you can make suitable changes

in your Timeline settings…..





Every time you post something, you

can choose who all can see the post…..

These actions will ensure that 

your posts are not shared with 

strangers
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Change privacy settings to restrict

who can see and post on your

profile.

Don’t stick with the defaults.

(Facebook Illustration).
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Check out of location-based

services.

Turn them on only when needed.
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•While you are online …

��दल क� बात सनुो. अगर कुछ गलत लग रहा 

है तो शायद वह गलत है. 

�Seek guidance before participating in such 

online activity.
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• If you download mobile Apps, give a 

minute to check the permissions it seeks. 

• Is the App worth sharing your personal 

details? (Illustration)



•Most Apps are interested in your

personal data.

•You decide whether they are

worth the privacy loss….
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Protect Your Information
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•Some information should stay

private:

�Bank account details;

�Travel plans of parents,

�Street address, phone numbers, etc.
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•Keep your passwords private: Don’t 

share it with anybody, including your 

best friend.  

• Friends के साथ tooth-brush तो share नह�ं 
करते, तो password $य%?
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•Don’t reply to text, email or pop-up

messages that ask for your personal

information.
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• These messages may appear to be sent by a friend,

family member or a reputed company.

• They may threaten that if you don’t respond:

�Your account will get deactivated,

�your password will expire,

�you will be charged for services which are otherwise free, etc.

• These messages may be fake, sent to steal your

information.
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They are actually…..
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Protect Your Information.
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Protection – Connection

Protect Your Information
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Protect Your Device
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Have you ever downloaded something

that turned out different from what you

expected………
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• Be cautious while opening attachments or 

clicking on links – They may contain viruses
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• Remember that sometimes, free stuff—like

games, ring tones or screen savers—can hide

viruses or spyware.

•Don’t download unless you trust the

source and scan the file with security

software.
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• Lock your device - screen immediately after use;

• If not locked, someone may steal your personal

data;

• Or worse, use your device to post something

offensive or illegal.
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•A special note on WhatsApp:

�WhatsApp is the favourite medium for hackers.

�Malware scripts embedded in photos & videos received

on WhatsApp can access your media gallery, contacts,

etc. and transmit them to remote servers.

�There is a simple way to protect oneself from such an

attack.



Tap on the

Top-right corner…..

Tap on Settings…..

Tap on Chats and calls



Tap on Media auto-

download…..

Tap on all the three 

options…..

Uncheck all the three 

options…..



These settings will ensure that no malware get

automatically downloaded through media files

To prevent strangers from

downloading your profile

pic, tap on Privacy option.



Tap on Profile

photo..

Change from Everyone to My Contacts

or Nobody….



47

By making these minor changes 

your phone will become 

‘WhatsApp safe’

By making these minor changes 

your phone will become 

‘WhatsApp safe’
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NOW 

CONNECT !!!
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REVISION 

TIME…
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Safety Tips on Internet Usage

• Never give any personal information to
anyone you meet online :

� No first or last names
� No phone numbers (they can be used to track down you
home)

� No passwords
� No birth dates
� No credit card information.

• Never meet up with anyone you don't already
know:

� Don't tell anyone your schedule,
� Don't say where you'll be hanging out,
� No party announcements.
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Safety Tips on Internet Usage

• Information on internet may not be correct:

• People are often not who they say they are.

• You can pretend to be anyone on the net.

• Don't fill out any "fun" questionnaires that are
forwarded to you, even if they're from your friends:

• All those personal things about you could land in
the hands of someone who could use them to harm
you.

• Remember, you're in a world where everything can
get forwarded.
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Safety Tips on Internet Usage

• Make sure you know everyone on your friend list.
� If you haven't met the people face-to-face, they may not be
who they pretend to be.

• You do not have to answer emails from people you
don't know.
�As a matter of fact, you shouldn't. Who knows who they
are?

�"Kids" you meet in chat rooms may actually be adults.

• There's no such thing as "private" on the Internet.
�You may think so, but it's not true.
�People can find anything they want — and keep what you
post — forever.



56

Safety Tips on Internet Usage

• Never share your password with anyone but

your parents.

• Always use genuine software and anti virus

and anti sypware on your computers.

• Update the softwares regularly

• Never show haste in converting digital

friendships into real world friendships.
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Know about the law…

• Illegal activities:

� Creating fake profiles

� Creating obscene profiles

� Sending obscene emails

� Sending obscene MMS, SMS

� Fake, Obscene, damaging postings on sites

� Acquiring someone else’s identity on the Internet
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Know about the law…

If you notice something illegal…

• Take precautions to get out of harm’s way.

• Inform your parents or guardians.

• If the situation warrants, approach the police.

• You can call the Helpline Number: ‘100’.

• OR, you can give a Written Complaint at the nearest Police

Station.

• OR, you can lodge a complaint online on Delhi Police Website.

• If possible, capture the URL and screenshot of the illegal online

activity.
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• Capture the URL 

• Save the Screenshot
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Securing cyberspace

starts with YOU
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PLAY TIME!!!
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Word Search

Words are embedded in this 
matrix.

Find one and get a gift !!!
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Thank YouThank You
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�DO �DON’T
� Stop before you post

something and think about how

you will feel if your family,

teachers, neighbors or friends

see it.

� Limit your online friends to

people you actually know.

� Speak up if you feel

uncomfortable or threatened

by something you see online.

� Reply to text, email or pop up

messages that ask you for

personal information.

� Open attachments or click on

links that are suspicious or

come from strangers.

� Stand for bullying – online or

off.

� Post videos or photos of

someone without their

approval.

Do’s and Don'ts
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�DO �DON’T

� DO manage your privacy

settings.

� Do share with fewer people.

� Do clear out old accounts.

� Do assume that whatever you

post will be seen by everyone.

� Do you passwords that are

long, use special characters,

and are hard to guess.

� Don’t share your location.

� Don’t assume your online

correspondence is private.

� Don’t post anything in anger:

“Post in haste, repent in

leisure”

� Don’t use obvious passwords,

like “password,” “cat,” your

date of birth or obvious

character series on the qwerty

keyboard, like “asdfg” and

“12345.”

Do’s and Don'ts
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�DO �DON’T
� If you are using instant

messaging or entering chat

rooms, do stay on public,

monitored and child-friendly

rooms.

� Do use an alias or nickname

every time you enter chat rooms

and forums.

� Do close the window immediately

if you see any images of violence,

nudity, pornography, and other

contents that aren’t right for your

age. Do tell your parents about

this immediately.

� Don’t give your real identity to

anyone you meet online. This

includes your real name,

address, school information, e-

mail address, password, and

bank account information.

� Don’t reply to or start a

conversation with people you

don’t know. Don’t accept gift

offerings from them.

� Don’t fill out any survey,

membership, or application

forms asking for your personal

information from an unsecured

site.

Do’s and Don'ts
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�DO �DON’T
� DO respect the privacy of other

users on the Internet, just as you

expect your privacy to be

respected. How would you feel if

someone read your private e-mail

or your marks?

� And most of all…..Do practice

honesty and DON’T hide anything

from your parents.

� Don’t disable any security

settings your parents have set

such as antivirus, firewall,

filtering, and site monitoring

programs.

� DON’T arrange to meet anyone

you’ve met on the Internet

without telling your parents.

Some people on the Internet lie,

about who they are, how old

they are, and why they want to

meet you.

Do’s and Don'ts


