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How real is the threat.....

®* FBI sponsored survey of young children aged 8-

18 years in USA, revealed that:

v’ 50% of the teens ( 13-18 years ) had posted personal
information about themselves online

v’ 33% of the girls( 13-18 years ) in their teens had
talked about sex online with someone they have not
met in person

v One in eight online teens had discovered an adult
posing as much younger

v Nearly one-third have talked online about meeting
in person with someone they know only from the
Internet
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Ei Help Center " pnvesh  Home 1 o€

g Click in the upper-right corner
of any page and select Settings...

i Desktop Help » Profile & Timeline English {US)

(et Started

How do | stop people from |...
Posting on my Timeline?

[, T AT T WETUTTIT, e T T RTINS T IHHHIIIH

Update Your Basic Info

3. Find the setting Who can post on your Timeline? and click Edit to the far nght
Sharing and Hiding Stories
4. Select Only Me from the dropdown menu

Share Your Crgan Donor Status
Note: Your friends will still be able to comment on any post they can see (ex: a photo you share on your

Profile & Timeline Privacy Timeline that includes them in the audience).

Last edited about 4 months ago
Apps for Timeline

Troubleshooting How helpful did you find this answer? Permalink - Share - Related articles
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Use Facebook as:

ﬂ Update Status £ Add Photos/Video Create Photo Album
Meighbourhood Watch ...

I VAN aTi T allla 1 3
- What's on your mind s | Create Page

Manage Page

A Friends m " ;F“ Create Group

ol

A Mew Groups 1
~7 Pg

HE Create Ads

Advertising on Facebook

ERIENI Activity Log 7

ferances

Help

Suppaort Inbox
Report a Problem

+ Confirm Friend |

24-vear-old quits IAS to turn free e-tutor - Times of

India SPONSORED Create Ad
What dao you do when yau are 24 years old, have already earned your medical
deqgree, cracked the civil services exam and become an assistant district... B BlueStane.

TIMESOFINDIA IMDIAT IMES.COM Ll

1 Chat (Off) [ &



n Search Facebook Q

o General Timeline and Tagging Settings
ﬁj security
Who can add things to my Who can poston your imeline? Friends Edit
timeline?
Review posts friends tag you in before they appear  On Edit
on your timeline?
@ Language . . - .
Who can see things on my Review what other people see on your timeline View As
timeline?
@ Noifications Who can see posts you've been tagged inonyour  Friends Edit
Mobile timeline?
Followers
Who can see what others post on your timeline? Friends Edit
B8 Apps _ .
How can | manage tags Review tags people add to your own posts before On Edit
(3 Ads people add and tagging the tags appear on Facebook?
tions?
Payments sugoestions
& Support Inbox When you're tagged in a post, who do you wantto  Friends Edit
, add to the audience ifthey aren't already in it?
= Videos
Who sees tag suggestions when photos that ook No One Edit
like you are uploaded?
Here you Can make suitable Changes
[ ] n n n
In your Timeline settings.....
httneffansna farehnnk ram fcattinncMtah—timeline -1 Chat {Off) |ZI 'ﬂ'



n Search Facebook Q " Anyesh Home

o General Timeline and Tagging Settings
ﬁj security
Who can add things to my Who can post on your timeline? Close
E Flri'.lrac':lr timeline? e
"] Timeline and Tagging & Friends v
. |
© Bhcking I¢ & Friends i in before tt 0 Edit
Ji0 you in before they appear n [
@ Language @ onlyMe
@ Notifications Who can see thingsonmy  Review what other people see on your timeline View As
Mobile timeline?
Followars Who can see posts you've beentagged inonyour  Friends Edit
timeline?
B Anps Who can see what others post on your timeline? Friends Edit
(3 Ads
= Fayments How can | manage tags Review tags people add to your own posts before On Edit
= ray
people add and tagging the tags appear on Facebook?
@ Support Inbox suggestions? )
= Videos N _ . . .
When you're tagged in a post, who do you want to Friends Edit
add to the audience ifthey aren't already in it?

Who sees tag suggestions when photos that look No One Edit
like you are uploaded?

Chat (Off) @



i Desktop Help » Privacy » Basics Engiish (US)

Basic Privacy Settings & Tools Basic Privacy Settings & Tools

Choose Who You Share With Selecting an Audience for Stuff You Share

Advanced PrivacygCazizals

Your Personal Da :r things

Back

Every time you post something, you
can choose who all can see the post.....
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* [f you download mobile Apps, give a
minute to check the permissions it seeks.

* [s the App worth sharing your personal
details? ( )
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Facebook Facebook ,\{\ Myntra - Online Shopping
Version 58.0.0.28.70 can access Version 58.0.0.28.70 can access App

Version 2.8.6 can access
|dentity K SMS

+find ai
+addo
*ready

Calend

+addo
send et
owners

confide

Contac

* modif
‘ready

Locatic

* appro
based)
* precis
based) * read phone status and identity

Updates to Myntra - Online Shopping App may
Updates to Facebook may automatically add additional Updates to Facebook may automatically add additional automatically add additional capabilities within each
capabilities within each group. Learn more capabilities within each group. Learn more group. Learn more
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| Never reply to : following a link in an 7 your pagswgrd

I suspicious emails, -\ email or chat that you
tweets, or posts with .~ don’t trust.
your personal or 1
financial information.

~ via email.




immediately, or choose a

browser like Chrome that
updates automatically to

the latest version.

- account when you’re
100% sure you’re on
the real site.
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WhatsApp

CALLS

CHATS r

Tap on the

Top-right corner.....
22A OTHER
*** o status ¥**
26A OTHER

Hey there! | am using WhatsApp.

26B OTHER
SHO to ICPP Il
27B OTHER

Hey there! | am using WhatsApp.

36 OTHER
At the gym

N O

AACTS

WhatsApp

CALLS

Refresh

Status

1B

Tap on Settings.....

&
)

Ny oo

26 A OTHER
Hey there! | am using WhatsApp.

26 B OTHER
SHO to ICPP Il
27B OTHER

Hey there! | am using WhatsApp.

36 OTHER
At the gym
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¢ Settings

Q Help
=  Profile
A Account

B ( Chatsand calls

A Notifications

-»  Contacts

Tap on Chats and calls
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¢ Chats and calls < Media auto-download
Chat settings When using mobile data
All media
Enter is send 0
Enter key will add a new line
When connected on Wi-Fi
Vedia acto-download All media When using mobile data
hen roaming Images
Font size: Medium No media
Font size for chat screen ndic
i Tap on all the three
Tap on Media auto- P Videos
download..... options.....
Chat backup
CANCEL 0K
Chat history
Uncheck all the three
Call settings OpthﬂS. .
Low data usage
Lower the amount of data used during a D
WhatsApp call
< O O < O < O 0
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< Account

Payment info

When using mobile data When connected on Wi-Fi

Change number
() Images [ ] Images

Delete my account
L] Audio L] Audio

Network usage

] Videos ] Videos

To prevent strangers from
downloading your profile
pic, tap on Privacy option.

CANCEL OK CANCEL OK

These settings will ensure that no malware get

automatically downloaded through media files
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< Privacy

Who can see my personal info

Last seen
Nobody

Profile photo Profile photo

Everyone

(® Everyone (O Everyone

Status
Everyone

O My contacts (® My contact

Tap on Profilc [l ©"™"

photo..

Messaging

CANCEL CANCEL

Blocked contacts: 1
List of contacts that you have blocked.

Read receipts
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NOW
CONNECT !!!




REVISION
TIME...
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Safety Tips on Internet Usage

Never give any personal information to
anyone you meet online :

v No first or last names

v’ No phone numbers (they can be used to track down you
home)

v’ No passwords

v No birth dates
v No credit card information.

Never meet up with anyone you don't already
know:

v’ Don't tell anyone your schedule,
v’ Don't say where you'll be hanging out,
v No party announcements.




© Safety Tips on Internet Usage
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Information on internet may not be correct:

® People are often not who they say they are.

® You can pretend to be anyone on the net.

Don't fill out any "fun" questionnaires that are
forwarded to you, even if they're from your friends:

® All those personal things about you could land in

the hands of someone who could use them to harm
you.

® Remember, you're in a world where everything can
get forwarded.
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© Safety Tips on Internet Usage

Make sure you know everyone on your friend list.

If you haven't met the people face-to-face, they may not be
who they pretend to be.

You do not have to answer emails from people you
don't know.

v As a matter of fact, you shouldn't. Who knows who they
are?

"Kids" you meet in chat rooms may actually be adults.

There's no such thing as "private" on the Internet.
You may think so, but it's not true.

People can find anything they want — and keep what you
post — forever.




9, safety Tips on Internet Usage
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Never share your password with anyone but

your parents.

Always use genuine software and anti virus

and anti sypware on your computers.
Update the softwares regularly

Never show haste in converting digital

friendships into real world friendships.
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Know about the law...

* lllegal activities:

v

v

Creating fake profiles
Creating obscene profiles
Sending obscene emails
Sending obscene MMS, SMS

Fake, Obscene, damaging postings on sites

Acquiring someone else’s identity on the Internet
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Know about the law...

If you notice something illegal...

Take precautions to get out of harm’s way.
Inform your parents or guardians.

If the situation warrants, approach the police.
You can call the Helpline Number: “100°.

OR, you can give a Written Complaint at the nearest Police

Station.
OR, you can lodge a complaint online on Delhi Police Website.

If possible, capture the URL and screenshot of the illegal online

activity.




% | [ (9) Vijay Gahlawat x

C & htps

www.facebook.com/vijay.q

» Capture the URL

» Save the Screenshot

Vijay Gahlawat

Timeline

59

com/vijay.gahlawat 4%

Delhi Police

&
ﬁ Tata Consultancy Services

= DASIS Medical

@ Public ~ Skip m

Studied BSc Electronics at University of Delhi

Livas in New Deln, India

From Bahadurgarh

B Born on November 12, 1977

FRIENDS

Ram Niwash
Yadav Shivaji Chauhan

About

Friends 3

Fhotos

Update Info View Activity Log [J | »+*

More ~

Slalus C| Photo | Video l\I’uEwul

Vijay Gahlawat

The height of Lord Slm
match the head end of a

Kunwar Sandy

Kunwar Sandy's album

athered concepts from Swami
ananda and Indian Vedas for his world

med work on Free Energy .

Facts About Bharat ( India

Interesting facts about India that you probably did not know about | Share if you care

and Love India

Like Comment

Vijay Gahlawat

Share

Kunw

r Sandy's alpum

Sponsored 1

>

Randeep Hooda
Presenting Royal Roosters fo
you al |

O

ccv

China, connecting with you
part 1 Over the past few
years, China entered into its
first

Satender Gulia likes
Mukesh Saini's post

Satish Dalal and Manavi
Dalal are now frignds

Pankaj Sharma and Cwek
Tulen Tulen are now

friends

. Rajeev Kumar Jain likes
Santosh Jha's post

Neeraj Kumar likes
Jitender Kumars photo.

2 Avdesh Yadav likes Afit
Singh's photo

Arun Kumar and Rajender
Dabas are now friends

+ Saurabh Tiwari likes Pooja
Jain's photo

Ranvijay Singh likes Sahil
Singh's photo.

Satvinder Singh likes
Prahlad Yadavs post

? NeeraJChauhanMes

A# Tum on chat



60

Securing cyberspace

starts with YOU
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v Stop  before you  post
something and think about how
you will feel if your family,
teachers, neighbors or friends
see it.

Limit your online friends to
people you actually know.
Speak up if you
uncomfortable or threatened
by something you see online.

feel |

vDON'T = -

L1

[>

6

.

0l

()

Ul-o
] =

Y

Reply to text, email or pop up
messages that ask you for
personal information.

Open attachments or click on
links that are suspicious or
come from strangers.

Stand for bullying — online or
off.

Post videos or
someone without
approval.

photos of
their

P N .2 0%
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DO manage
settings.

your privacy

Do share with fewer people.
Do clear out old accounts.

Do assume that whatever you
post will be seen by everyone.

Do you passwords that are
long, use special characters,
and are hard to guess.

ﬁ&l&a«yu |

Don’t share your Iocatlon

Don't assume vyour online
correspondence is private.

Don’t post anything in anger:

“Post in haste, repent in
leisure”

Don’t use obvious passwords,
like “password,” “cat,” your
date of birth or obvious
character series on the qwerty
keyboard, like “asdfg” and
“12345.”
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you are
messaging or
rooms, do stay
monitored  and
rooms.

Do use an alias or nickname
every time you enter chat rooms
and forums.

Do close the window immediately
if you see any images of violence,

using instant
entering chat

on public,
child-friendly

nudity, pornography, and other|.

contents that aren’t right for your
age. Do tell your parents about
this immediately.

D..

v' Don’t give your real identity to

anyone you meet online. This
includes your real name,
address, school information, e-
mail address, password, and
bank account information.

Don't reply to or start a
conversation with people you
don’t know. Don’t accept gift
offerings from them.

Don’'t fill out any survey,
membership, or application
forms asking for your personal
information from an unsecured
site.
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v" DO respect the privacy of other

users on the Internet, just as you
expect your privacy to be
respected. How would you feel if
someone read your private e-mail
or your marks?

And most of all.....Do practice
honesty and DON’T hide anything
from your parents.

v Don'’t
settings your parents have set

-

"‘d)

disable any security

antivirus, firewall,
and site monitoring

such as
filtering,
programs.

DON'T arrange to meet anyone
you've met on the Internet
without telling your parents.
Some people on the Internet lie,
about who they are, how old
they are, and why they want to
meet you.

T TVIT Y

™




